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1) Too much spacecraft telemetry data (Baireddy et al., 2021)

2) Few anomalies 

Only 200 in over a decade (Lutz & Mikulski, 2004)

3) Timely critical (Hundman et al., 2018)

4) Currently processing on Earth (Lentaris et al., 2018)

Long transmission delays

5) Limited onboard hardware (Lentaris et al., 2018)

INTRODUCTION
Challenges

Deep Learning-Based Anomaly Detection in Spacecraft Telemetry on Edge Devices

Crashed Ingenuity Drone. Source: NASA/JPL (2024)
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One-way Transmission Delays

INTRODUCTION
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Deep Learning-Based Anomaly Detection in Spacecraft Telemetry on Edge Devices

Sources: Arlot (2018); Neo_Artemis (2022) 
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RELATED WORK
Anomaly Detection Algorithms: Forecasting & Threshold

Deep Learning-Based Anomaly Detection in Spacecraft Telemetry on Edge Devices

1) Forecast value

2) Determine deviation

3) Classify based on a threshold

most common anomaly detection approach

(E.g., Heras & Donati, 2014; Hundman et al., 2018;

Baireddy et al., 2021; Wang et al., 2022)

Source: Own representation
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RELATED WORK
Anomaly Detection Algorithms: Direct Classification

Deep Learning-Based Anomaly Detection in Spacecraft Telemetry on Edge Devices

- Classify each time window into anomalous/normal 

directly

(Lakey & Schlippe, 2024a)

Source: Own representation
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RELATED WORK
Anomaly Detection Algorithms: Image Classification

Deep Learning-Based Anomaly Detection in Spacecraft Telemetry on Edge Devices

1) Encode time series into images

2) Apply image classification

(Wang & Oates, 2014; Lakey & Schlippe, 2024a)

Source: Own representation
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RELATED WORK
Multi-Objective Optimization & Hardware Constraints

Deep Learning-Based Anomaly Detection in Spacecraft Telemetry on Edge Devices

Typical space hardware constraints:

1) CubeSat

• 200 MHz CPU

• 16 MB RAM

• 64 MB ROM

2) OPS-SAT

• 800 MHz CPU

• 1 GB RAM

• 8 GB ROM

(Evans et al., 2017; SatCatalog, 2021; Zeif et al., 2022)

Source: Own representation

Pareto-optimal solutions (Jin & Sendhoff, 2008)
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RELATED WORK
Multi-Objective Optimization for Edge Devices: NAS vs. NAO

Deep Learning-Based Anomaly Detection in Spacecraft Telemetry on Edge Devices

Neural Architecture Search (NAS)

- Exploration of entirely new architectures

- Computationally expensive

E.g., one study required 23 GPU-days               

----(Liberis et al., 2020)

(E.g., Lu et al., 2019; Tan et al., 2019; Mei et al., 2020; 

Cardoso-Pereira et al., 2021; Garavagno et al., 2024; 

King et al., 2025)

Neural Architecture Optimization (NAO)

- Optimization of proven architectures

XceptionTime (Lakey & Schlippe, 2024b)

- Converges more quickly

Requires less computational time
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1) Direct classification and image classification not fully analyzed

Only one Publication (Lakey & Schlippe, 2024a)

2) No work on bringing these models to edge devices

E.g., Ingenuity drone (Snapdragon 801)

3) Dataset challenges (Wu & Keogh, 2023)

4) Metrics not consistent (Boniol et al., 2022; Sørbø & Ruocco, 2023)

RESEARCH GAPS

Deep Learning-Based Anomaly Detection in Spacecraft Telemetry on Edge Devices

3D model of the Ingenuity drone. Source: NASA (2021)
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1) Investigating 3 anomaly detection approaches:

Forecasting & Threshold

Direct Classification

Image Classification

2) Enabling inference on edge devices:

E.g. on Dragonfly’s space-grade hardware

3) Applying models to a new corpus:

ESA-AD (Kotowski et al., 2024)

OUR CONTRIBUTIONS

Deep Learning-Based Anomaly Detection in Spacecraft Telemetry on Edge Devices

Dragonfly drone. Source: Gribben (2025)
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EXPERIMENTAL SETUP
Overview

Model Training

Threshold Optimization

Measure CEF0.5-score, MACs, 
RAM, ROM, and Latency

Threshold Optimization

Measure CEF0.5-score, RAM, 
ROM, and Latency

Multi-Objective Optimization

Model Training

Measure MACs  & Validation Loss

Compute Pareto-optimal Solution

Forecasting Direct Classification Image Classification

Baseline Experiments Edge Optimization Experiments

Deep Learning-Based Anomaly Detection in Spacecraft Telemetry on Edge Devices

Forecasting Direct Classification Image Classification
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EXPERIMENTAL SETUP
Metrics

Corrected Event-wise F0.5-score (CEF0.5)

Precision =

Recall =

TPFN

FP
True Labels

Predicted Labels

What percentage of the 
predictions are actual anomalies?

What percentage of the actual 
anomalies did we detect?

False 
Alarm

Missed 
Detection

Correct 
Detection

CEF0.5 =
Balance between Precision and 
Recall with focus on Precision.

Deep Learning-Based Anomaly Detection in Spacecraft Telemetry on Edge Devices

Normal

Anomaly

Normal

Anomaly

Challenges:

1) Anomaly clusters

2) Detection timing

3) Balance between FPs and FNs

TP

(TP + FP)

TP

(TP + FN)

1.25 × Prec × Rec

0.25 × Prec + Rec

Based on (Kotowski et al., 2024)
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EXPERIMENTAL SETUP
Dataset

Deep Learning-Based Anomaly Detection in Spacecraft Telemetry on Edge Devices

Shortcomings of previous corpora

1) Too small

2) Simulated data

3) Unrealistic amount of anomalies

Benefits of ESA-AD

1) Large scale

2) Real-world anomalies

3) Annotated by expertsSource: Kotowski et al. (2024)

We use: Mission1 Lightweight Subset
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RESULTS
Anomaly Detection Performance
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RESULTS
MACs Reduction
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We investigated deep learning models that are competitive in anomaly detection performance 

while also being small enough for onboard processing. (CubeSat: 16 MB RAM, 64 MB ROM)

CONCLUSION AND FUTURE WORK
Conclusion

Deep Learning-Based Anomaly Detection in Spacecraft Telemetry on Edge Devices

- Forecasting & threshold:
- Best CEF0.5-score (88.8%)
- Good resource efficiency (59 KB RAM , 166 KB ROM)
- Slow thresholding

- Direct classification:
- Less accurate (48.5% CEF0.5-score)
- Good resource efficiency (122 KB RAM , 149 KB ROM)
- Fast thresholding

- Image classification:
- Competitive CEF0.5-score (70.1%) 
- Uses much more resources (1,024 KB RAM, 508 KB ROM)
- Fast thresholding
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- Combine multi-objective optimization with other model compression methods, e.g.:

- Quantization (Jacob et al., 2017)

- Pruning (Frankle & Carbin, 2019)

- Knowledge distillation (Hinton et al., 2015)

- Combine multiple anomaly detection approaches as an ensemble model.

- E.g., majority voting

- Scale the evaluation from Mission1 to all three missions of the ESA-AD.

- Further investigation of image classification.

CONCLUSION AND FUTURE WORK
Future Work

Deep Learning-Based Anomaly Detection in Spacecraft Telemetry on Edge Devices
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